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Abstract: In order to deal with the issue of the man-in-the-middle attack in the process of using dynamic host configura-
tion protocol, a lightweight scheme was proposed. A new key agreement algorithm was developed based on public key
cryptography to generate relevant keys, reducing the key storage burden. On the basis, a secure scheme was proposed,
where two-way authentication of participants was designed to prevent the man-in-the-middle attack and digital signatures
conforming to protocol specifications was constructed to ensure the legitimacy of the message source. By security analy-
sis, the proposed scheme was demonstrated to be secure and valid against the man-in-the-middle attack and other com-
mon attacks. Experimental results show that the proposed scheme has the better performance compared with the related
schemes, and can be compatible with both DHCPv4 and DHCPv6.

Keywords: dynamic host configuration protocol, man-in-the-middle attack, key agreement, message authentication

1 3= (1) 2 4 Sl B A Bk ke ™ B, AR T 2 W R R A
a HRE A R, YT IR B S,
A ENLRE P (DHCP, dynamic host con- BLEN 22 2Ok RRE DHCP %24, s A
figuration protocol) {4k T 15 [a] /0 4% [T C i ik 7, Wrelipli ) DHCP 24 b A 22 i o By i) j 2,
DS T EE B %) TP Mk 55 5, AR/l T ) N Bl 2 PR T RUEAE 2 MR EAZ
T IPv4 HulEAS 2 3301 )4, {2 DHCP Pz 2 ), R B AT Bl E 1 EdE, o

Wi HEA: 2021-03-02; 1EEIBHR: 2021-06-21

E&WH: ERARFFESEIITE (No.61872090, No.61972096, No.61872088) 5 #4451 FHERMHLIN H 1R & % Bh 1 H
(N0.2019H0010)

Foundation Items: The National Natural Science Foundation of China (No.61872090, No.61972096, No.61872088), The Guiding

Science and Technology Planning Project of Fujian (N0.2019H0010)



. 104~ Wt % W

o 42

SRBR O P se s A e] AR, s 1 R,
M 2 AN EFH I URAL A M R M, 1 STk
HR S M F M, I, BT B R HE S 5.
KRR S ok A, BR EaT LUK AR —
E DA By, BE W AT (1) Bt 7 2008 s
F, AR R S R R R B 2 BT e . B e
YHTHOE R RN 5G 5L 6G MZINAL, [ )73
RN g s B LG 2B ES 7
BATRRE AL, MG S B Mg ahtk, BarEAR
I a0 5 1 TR Y %1 A D 4 e A S, X R
DHCP [ A PR AR B T o sy (1) 22K

ZEH BF ZEH
M, M
P
.M M,

B SR R A B

R, AR SCHF T — A% ALK DHCP %47 4,
By 1S R 2 = Mok, (RIS 2% RS AR R R I Sl
B MBI A SRR b A A5G N
1817 BEA H M HLER 6 B (TPv6, Internet protocol
version 6) N HIERE, Pri&T7 S nl M 1Pve 15
Y5e, SEPL DHCP 2 4 it (DHCPv4) %I DHCP £
6 it (DHCPv6) [FFiiit . Prid s 534 2 AN
g5 PATIRUCHT I SR S 2 g, BAAL
F A BT S IAUE . HT R B 0 2 B AT 5
WIEFF AR B, o il i 25 A AR A 28 44
CLORUE S S se 3 e Fml F . A, s %4
PR B AR A T T ISP BAT AR, Lk
BErEN. A FEZE TR AL W .

1) & H— PR 11 %24 DHCP, SR [F XL
Al DA UE W] DA BT P ) N ek, £ 28 44 m] A DR
SR SE RGN E . eAh, ST LA I e 2
DHCPv4 5 DHCPv6 %

2) BT A, S MO LA R
M NGt S 8oTI G, ERERT IR S %
MER . SRS RREY, XU TIAE T E A
B AT R

2 HXIME

DHCP 7 [ I (¥ 7 )\ I ok 38 2 AR A 55
aran AR IR EAS S, AR WL 21 0 i 55 1
G, BT HE TR SN BGEEE BT

DU R I A P LR 7 R SS 28 (1) I 4 05 0, A
B PR T IEH M 235 5o [ B BB
TRES414E DHCP FFIIN T SR I IE e s,
DHCP S SiFd 4t 7 2 Fhogik: FEIR S 4r e
P AR, AEE T 75 5 %2 B 4a iR 45 Bk HANRE
FHFSR I AE , J5 35 A7 A6 Kt 1 1 3 ) H A
RN . SCER[S]HE . S-DHCP 5 KAk
DHCP (¥4, 8 ik 25 4512 A ] i 26 2 i R
B A RS BTSRRI B AR RIS
PRWAIE, Hi%J5 RIETF ML, SR
WEEAT AR A, [RIFEAECE B ), IE
WA R R, MR SHINESA,
75 55 Wy v B Bt 2 iR 45 % 5 RS o 1) B 43 5 E
DL ST JE B Ik (AT, 25 5 10 % T Jg ek B 3L
TR IR L8 A 2% Brki o SCHR[614 HH B ARG [ o 225 i
2R 4 = DHCP R4 R B2 (1) 7105, A HE BB B i 509
T JE 6 UE R A RR AR UE e 4« B 1 TR
o SCHR[7IM 2 A VERR OTP_SAM 454 11 &
GUINTRR T 5— IREH, FI A A SR 2R o B
WUERS, 1 563F Option 7B A RS HEA T 22 42
W AR BAT AP e, AN S o R Zd
SKEE, BN LA FEB IR 1A )
A8, (HJEILTIN ) (0 218 S BRI S IR 55 2%
e, SR

J—2& DHCP %477 %A KA DHCP %ilkik
T W SCHR[STHE H 3L T A B i 2 RV 7 E T3 1A
UEJT 5, AR R I 2 K A AN R R IE 152678
DR IE A TFES RO BRI R], {H ) HLICTEAS U A 55
AR PR o SCBR[9]H i BHox FE35 Mo f Ao
W7 %, T8 I I B DHCP 18 3R (M5 2 A1
VE R B RAT I e 5 15 O, EO0) e B U, 5
IR IS . SCER[101CEERIbRic DHCP i3~
AR, TR AL T B SRR, IR
T BT A 5 DR 5 . SCRR[11]42
HH T e T SR T SR ABE IR [ S R A R R
il & Baum-Welch 5751 Viterbi B IER S /KAl K
BEA A] DUPROHEHERf 2 R R4, T SE AT 3%
RO, AR, BRI G 0 BE AL FAS A o
B I R R AR R

g LNk, A 7 A LB SR
APMMANHEZE LA S B A PR AR ) R, AN S0 Rk g
Xof I ) R FAIE ST, JTAE AL H bR Ak 1w
NI RN, LUA B RN H I,



o 8 1 Peobuinds. IS PP R AIK Y DHCP ) NGk 7 % -+ 105 -

3 BEMRELSIRIT ER

AT BRI T MR AN B AR
58, KRS EHIE 4 PRI 2 4 g o

1) EEMRSS A St . SR E 540 DHCP, i)
St & PR SRR S BLE, MR B
IR, TCIRE R R RS B e ) 2
WL s R R R fa gk, A RE— D I B %

2) WEE W B B SR LA
DHCP k55453 RECEA S, MR 5 F M
2S5 B0 B FEE B FE R IR 55 2 BRI
IP Hihik, AR P LGS S5 I 2% IRk 55 o

3) g G o BT Bt RSS2 o7 B R R
FErR IR s S, BN gAnil, i 5 5ES
&, Ea 2R E B E R A iER L.

4) [/ LA B o N RIS SR I,
TR M ER I, BT LAUHER b Al
AR N — A2 iE %, RS 2 LR I N 2%

FLR, ARSCTT & B AL 3 AN T7 et B dw.

1) 24 Hbro J7 8 EEREHUE B Hh e LI
Bt kAL,

2) MFEHbR. kB A HARMHrE T, KA
KT R BA TS PATE.

3) A H. HEEE DHCP Jssthil A
RAFMHeANE, BAARIE: O LU EARs
Bk @QAGINERRE. WEREMZ5T; O
T RS G IR A .

4 ERNEEE

AR IG5 Y DHCP Mook (1) 2% B P v
Hk, WAV 5 WL R B i A5
AR AR HT, SR BRI K R R S R
S, W PR

1) RSN

O WMol HhEepIahth. e 2 MREH p g,
AT PR P, L PR 163 2 V=x'+ax+b, Hp
av b/ 4a’ +27b° #0(mod p) , EEMT A g K
RCOP R BCIVE R R BE G, 3k B ) R 4L
H, :{0,1}*xG > Z,

@ RESHVIE . TS LS, HFAH
S,ez, WHAYLS, .

S =SP 1)

P

%1 e
75 D4
p.q KEH
F, AR
S
G AR
; WA 75 1 5
ID, HPHERR
s, IR 5 B bR
S, 45 2 AL
S, 4548 A
XMy, % LAY
d, LR
D, HRIAY
By, cd IIES %
c1, €2, €3 LITIR
Ay Fy, B4
sk ,,sk, LR

2) & HLEN
@© PR BN 25 P LB M 4 4
SR HLU, G R L ARIRID, , 2% ) BLIEFE RS 4y
M x ez , WHES AN X UK B, » I
{ID,,MAC,f, } Kix& s S,» Hh MAC 2%
B . & FONL T LB ) R R 1) 2 AN
S ERTEME, At nT LA A 2 4 1) 415 5 1) IR 95 s 1
it o
X, =xP Q)
B, =H,(ID,, X,,MAC) A3)
@ MR WHWALTNHE B MRS HUBE RS
SeHIWORTENNL, AWBE, A R
¢ ez, Wt 4, MM, , {¢#{ID,,MAC.c,}
RIS (S, .M, Ay} RIELE R T L
4, =¢,P “4)
My, =H,(4,,5,)S, modg +¢ ()
@ U SS Ae AT R BIE . B BLAE
WO 5T 1 S T 4, SR AR BE I, A R
5 M, P=H,(4,.B,)S, modq + 4, JE75 %L,
AL WIEH R AR, WIEE 2 A
HR I FAIVH 2 LI S AT d, VA D, , A4
08,4y, } T o



4R a2 %

* 106 - w
2 LR R ] 2 s
d;=x+ MU, (6)
D,=dP (7)
& FAL MR
xe Zq‘
X=xp
B,=H(ID.X,MAC)  {ID,MACS,}
i i -
ce Zq*
A,=c P

(5,4, M,y MBS modgte,
PITU? L

M, PLH,(4, B,)S, modg+4,,
d=xtM,
D=dp

B2 &Pl

3) HYIE
@© ZFHURE D HIE . &L BN
ez, WHZHced . F, LWLk, [FA
{ID,,MAC,cd,F;, } RIEL RS54 o
cd=d, +c, (8)
F, =c,P ©)
k= (c,+d)(S,+4,) (10)
@ M55 AR AL R MRS5S AE I )%
POV R SR & SE I B, o AR e,
ERAEEX cdP =D, + F, AL, AL, W
s AL, WO &, TR PERE AL AL
¢ €2, IS Auth,, f£55{ID, MAC,F, }, )5
¥ {S,.c;,Auth, }RIELE K B
ky = (S, +¢)(Fy, + D) (11)

(12)

@ & WU S5 ds AT S RIE . B LA
Rl ik 55 A KR B A, B AR IE
Auth, = c,¢,S, FEATRAL, AL, WHF A H
s AOL, WITHE sk, LA Auth, , FK { Auth, }
RIRG G525 o

sk, = H,(0,ID,,S., k) (13)
Auth, = H,(LID,,S,,k,) (14)

@ M 55 as BEAT IS A . S5 & I E
Auth, = H,(1,ID,,S,,k,) =275 WAL, A AL, WHE
duy FAL, WITHS sk, o WRRSTERG BT AR
21l % R sk, =sk, o

Auth, =¢,S F,

SkB :H3(O;ID,'3S,‘9k2)
R 3 s

(15)

&AL IR 554%
ez I'
cd=d+c,
F,=c,P {ID MAC cd.F, }
Z i ceZ’
k=(c,+d)(S+4,) 6eZ,
2 cdPLD+F,
kZZ(SerCl)(F . ,+Dl)
{S,¢,Auth } Auth=c,SF,
1
Auth]':"cchSp
sk, =H,(0,ID s k)
Auth=H(1,ID,S,k,)
{Auth.}

Auth, ZH (1,ID,S k,)
sk, =H(0,ID s k,)
sk =sk,

K3 YR

5 ETEAMEHDHCP £2HE

JAEH I 7 RS ICRCIRAT DHCP, 7181
RFC 3118 o X iAEmiss R, Hit, 7e4<3c
77 % N I KS: Protocol “FBUE R 6, K Algorithm
EON 8, [RIPRERBGARSE S IITE options180 H1, K
HERIA RDM (replay detection method) “7-E¢fE, RD
(replay detection) Bl v £ 2 A5 R AR BT E
Kili o Ak, BEE A ERINACSE N 256 B, il &2 DHCP
K R,

T3 %% DHCPv4 5 DHCPV6 (7% [, J5 %M
WAH RFC 3315 HAIIEE L. DHCPVG6 ;& DHCP
EESt 1Pve HIEHE, TPve HMuhik /3P 7 OS] L4y
Jg 2 e JeRAHLEE B BhECE A RS HukE B 3)
fi &), DHCPv6 &P IR A ik [ 3 & b
WO, AR E R IR S5 A AN A TPV6
HohbZh L, AL DNS R S5 a3 k25 FoAth e &
fFE, REC k5% P LTS, TS iR
TS # . DHCPV6 Phisl R & LS RS
WA H R 4 B H Y 2 B ., RS
DHCPv4 26k, HATxtm e &1,

5 IHLE RSS2 58 R 4 7 IS B
FIERE, Apisk, 5 sk, FE0 & DHCP k%,
w4 pros, VERERRME.

O F PP DHCP bk, &P HL R
Discover/Solicit 30, FHAEHRICIAH T Beh K B
JEHARTCT %, BORMRSS AT RNIE: W%



48

Peobuinds. IS PP R AIK Y DHCP ) NGk 7 % <107 +

PR H 2 Do e, WHE T AEH S #54 Rapid
Commit ZEI ({X4F DHCPv6 ),

&L JIR 5585
Discover/Solicit
SS,=H(ID,S,sk,,MAC,ILGW,RD,)
Offer/Advertise+SS,
-
CS =H(D,S sk ,MAC,IP.GW,RD )
CS 2SS,
CS,=H (ID,S,sk ,MAC,IP,.GW,RD,)
Request/Request+CS,
—»

SS,=H (ID,S,sk,,MAC,ILGW,RD,)
CS,LS8,
SS=H (ID,S,sk,,MAC,IPGW,RD,)
ACK/Reply+SS,

& 4 DHCPv4/DHCPv6 i FIIE

@ MRS LR . BRI SRS
BRI R P LR R IESR T %, AR A A
J7%, WIJEKE RD FBoe AT bril, ANFFE N
Bk, A MITAAUE S Offer/Advertise R 3C; #57H
S #E74 Rapid Commit 18T, 3 HLAR 25 2% 32 bk
BOOPRCIE R, WBkRS BR@ I A Reply )30,
T4k 4. Offer/Advertise TR E LS %
BLIT) TP Huhik . FH 6T A L& BRIA MY OC A6 e A5 2 )
I EEHT RD F-Bt. MeAh, A TR, 2K
%% B0 58 4 MY o fE Offer/Advertise ) 3C 11
options180 “FEH, 24 4SS =H,(ID,, S,,sk,,
MAC,IP,GW,RD,), " MAC & W& (1492
2| W O S Y N S R 1 N (U RPAS R R P IV WS e o 2
Pd A B, RIS I RD AR AR 30 34 5L i 8 e 1k

@ PN UERS 25 W F] Offer/Advertise
HERE T HLE SR RD &5 ™ T IH 1)
RD fH, AR, WZEF FHa, WHRIER
o R CE S B, JF Ok 8 ¢S =H,(D,, S,.sk,,
MAC,IP,GW,RD,) , 4uiF CS=SS, /& 17§, #7
AN, WEFE; AL, WIFEHE S Request
3o Request 4 SCI2 2 WL KAl A B 22 Hi i (1)
HAK TP Mokl DA R HoAh 28 24, HLEENRL
Offer/Advertise i SCALL, [F] I 5138 RD i, JFit
5 CS,=H,(D, S,,sk,, MAC,IP, GW, RD,) , [ il
7 Request i 3L, RILL S 3=

@ MREARHAER Bl MRS 2RI R SJE 5t
YOUF RD J& AP G2k, RIS it & B
44 SS, = H,(ID,,S,, sk, ,MAC,IP, GW,RD,) , il
SS, =CS, B, FHAWAL, WEF WAL,

W) FH A TR ) 7 iR @ ACK/Reply 30, K%
2L

® &P JE N . & LAE I
ACK/Reply )37 FHAH R 7 VAT SR, 5 5k
R, WEFTs SRRy, W FFaR e A O kY 2%
S

X DHCPv6, ikl #EF1E 4 # SS;. CS;. CS,
1SS, T 24 ID, A S; 23 s % PRl 4%
ME— bR IHAF DUIDe R 55 7% 1 7% ME — b L AF
DUIDs. 734k, 7ESEks N H A2 3 2 RpRaSs A
e, #BnT LU AR RN 7 I ERE 4

6 TEMESH

ARICTT M2 A EARIIAE 2 N7 1 SRS
REFE 1) 22 4 PE LUK DHCP IR A2 HR 28 44 1A r] O
Tk, T IR L A OB T T 1
A, WO FE R R L AT A
6.1 BANZiENH

BAN 452 — P XA 2 BT 732, 4 3 ok
S HTI R IE A R 22 A1 . AT BAN 2
BT i AT IR A A . IR RT 5 RR
Wrt: CHSFoREM, K, RoxFEdki fj 2k
FEY, KK ERR A S R

1) 2 X4 Hix

Kes
G: C=CSs
Kes
G: SECSS

KCS
G,: CESECeS

KCS
G,: SECEECOS
2) & MARIRS R

Ks
4: CE=—S

K¢
4,: SEE—C
4: ClE#(@)
A, SE#c,)
A C=S=4,
A: SEC=F

=y

3) A EARL B
M,: C—S:{IDMAC,}
M,: S Ci{dy, =P (4.5}

M,: CHSHLTEE Ky = f(4)



<108 * ST =S

o 42

M,: C—S:{F,=c,P(F,), .}

Mg: SUHSWEY K = f(F)
4) AT BAN ZH KB X ALIEY]
FRAE M, 43

R: Skq

P SE#(Cc)

P3: CQAUa{AyaﬂU}KS—I

MRE P AR SR, T4
B,: Cq{AU:ﬂU}Kgl

R P« 4 A SCRENY, AT 43
B CEES~(4,.5)

WG Py A B BT EEVERL, W1
Fo: ClE#(A4,.8)

W P o PRGN, 7
B CES=(4.5,)

WRAE P RS SR, AT

R: Cl=S|=4,

WG B+ A FVEFERN, T4
F: Ci=4,

FRAE M, 13

By: Cl=q

By Clz#cy)

B,: S<]FU7{FU}KEI

MR B, ARG BN, w1
Ry: <R,

MR By~ A, FIE RS SO, w1

Ry: SEEC~F,
HEE P, A, RO LR RERE BN, 78
Bs: SEH#F))

HE P, o R AT B0, 7
B,: SEC=EF,

R Py~ A, FIEEERN, wT45

B,z SEF

WRAE M, < By AN ERTEEER, WA
Ry: CE#Kq)

WG B B MY, w13

K cs

P,: Cl=CoS
TR A BRSSPIk C S S — &
WREAH AR A 54, |

P,: CESEEC«ftess

W M, o PRI SR, 1T
P21 : S |E #(Kcs)
WA B B, MIATEEIHN, "

@:SFC@S

P,: SEClECetass

FRPE LA - HERE, #3458 4 e Bk, 183
S STECIENN
6.2 BEAXNLRENH

1) PrEEIRS ALk

TR PN B, 2 HLU, Botilid i &2
A, OB EEMERIRPUE TR S A EL S
My, RIS A, FEEPEA RIS AR R 55 o
K5y, BTHEhEM, » Tk 4, 1%
BB, WHERSESMAYS,, FHS, =8P K#
HAVEE S, A1 h 2k b o on) s 7r 24
PRI EL, & HLE IS S50 Auth, KT S 4 e, &
RS, RIS E IR 25 5 (0 B4y, BT 4 AL i
Auth,, TS c, MBHF, , LARFEIRITTEK
RV S, , SRR ERAN R AT U,

2) HUBEE P HLSEIE

TRV R B, RS54 S, N 1 IR IE % 7
Bl SERLRAE S F, SR IR R
BRI SR cd KNS F, PSR
BuEs LISy, BT A AR od , HEHIRS
e, MR HIFAH , , HIX 2 NS EEBA A E
fetinid, HAEEL F, = c,P 1 D, = d P AT U,
o BHOS B R EB I R B, RS54 S, 5
ZRIGAIER SR S 4L Auth, SRAETR LS
Uy, WP IE Auth, , T E I3RS 5D, fl
ZHS,, LR d SRR AT

3) PLSHG B IE

JIR 55 %% TR AFAT 2 P LK ID, I MAC , {HE/b %
FOFAHNITE IR 5636 B ik P L, &P HURAEH
% B BRI S5 25 PR 38 73 e ™ A2, L —
HAr WTGVE VB e HE AL

4) B/ 24 g PiE

SIEEHPBRE AL IRESHEIE B RS,
AL % PHLS IS5 28 4 BB BEALEL,  mBEHL
HR I AT P A FH (R O B LB, & P
BL5 IR S5 25 K FHAS TR ) Oy BEA LA, T AR T
I AR AE PEAR R s RIS T LA /IS FRDE 0 00 s B



48

Peobuinds. IS PP R AIK Y DHCP ) NGk 7 % + 109+

HUBCAG R, AR E RS/ i 2 A P 7 I I
AT LS RS AR ALY, BT LA 251 B
PRSI, RIS T IR I %1 ¥
AN BT/ T P 22 22 B o

7 ERESHTFILLAL

ARSCSIG T R IF U S - OpenSSL A
J7 IR, 75 2.6 GHz A FELLH 8 GB WAZI
Windows 10 Ji5 Fiz47 . ZWE 7R S s, Xt
b7 % FARER 4 5 )i il DHCP HOBSTRIJF45 . MR S
AT DUVE Y, IO 2 RN GRS B sl K — 2
IS RE o AR A SO A UG T L 6 Al B2 I
e A TERY, H5 SRR RO T AT AR 2 A
T, B4 5E BRER A2 507 Lt 4T
SEAIAIE S TH BOANIE, Lo Bt R I LR 3%
il A ) N ks (R gy, I H LA R A A8 2 42

1.

80

——RLJj%

70 R JRIR B % e
60 /

5 10 15 20 25 30 35 40
i hak a5
5 KX ESE T RITEGEXT

A7 %5 CHR[5]) CA S-DHCP J5 ZER13C
BR[2]1) DSec J7 =T &I 6 P, MK 6
ATUAEH, AT AR BRI BT 54 3 B
Ji%, HBEE R HUEE R 2.
XLy Rzt B, A7 %E S S-DHCP %
BRI S T-M A i 211 256 bit KJEMZEH, CA
Ji %5 DSec 7 EBINEHFET RSA 3 072 bit 1
MU, Wi R B e A b AR 24 P12, 8k CA
T e E P K B AR 2 68 Y DHCP R, 75K
S B AL, DRI T 88 RN e TR XU 5
S-DHCP Jj Z=AEZH I ri B Bk /DR 552 0 A 1)
SO S UE R EBT EEE RIRS 7% 8 52 H R K
HAFKICHE LR 45 e, DSec 5 S-DHCP J7 4TI

PRI T AU IORE, SIERERFEAEAE
B B L

gr BRTE, AT SERENS A G P IR NG
fRrgf, HAEPERERIL UL TIRSRA %, R
BRI 7%,

1 000

- CAJI % s

900 r|—=—S-DHCPJ} %
800 | ——DSec i &
—+— KYHE

700 |
2 600 |
= 500 |
2400 |
300 |
200 |
100 F

0

510 15 20 25 30 35 40
i DRk e
K6 ARSI ZMEREX L

8 HRiIT

AR SCEF X LR 99 R 3 A A PR )N S )
i, L DHCP A 5t, 12 2Rk A T %,
5 TE G2 OC 0 2% T oy 22 A gy, BRI I S
RS PP, &G 8240 5 i AT
WA P SRS B gk, Gl XA AR B a2
AT, AR IRAT R AT B R 1
HYIMER T EL, BEAUTHESHREHE
RIRME, LA 5y WA A2 BB P A5 34T 58
HEPE R AT SEPE AR AR O, AT BN
W&EZ 5T, A5 %] LLFR N 7 DHCPv4 5
DHCPv6; 1 id 2 4 73 B A 305 S 85 Al B i 1)
AESy, MRPERE T BATRCR g mRE .
— b AR W FUAE ORAIE 22 2Pk A TS R 2o gk 2>
S 577 Z I A H IR KL

S

[1] WANG H B, WANG J H, WANG J L, et al. Squeezing the gap: an
empirical study on DHCP performance in a large-scale wireless net-
work[J]. IEEE/ACM Transactions on Networking, 2020, 28(2):
832-845.

[2] AL-ANI A, ANBAR M, HASBULLAH I H, et al. Authentication and
privacy approach for DHCPv6[J]. IEEE Access, 2019, 7: 73144-73156.

[3] CONTI M, DRAGONI N, LESYK V. A survey of man in the middle
attacks[J]. IEEE Communications Surveys & Tutorials, 2016, 18(3):
2027-2051.



<110 - S e o 42 4

[4] DROMS R. Authentication for DHCP messages[R]. RFC Editor, 2001. Communications, 2019, 40(12): 149-154.

[S] YOUNES O S. A secure DHCP protocol to mitigate LAN attacks[J]. [19] M3, SHFTL, Bk, 55 HT RLWE SCRF SO RBA RN
Journal of Computer and Communications, 2016, 4(1): 39-50. T AIE 255 9 0 B 0] JEA 4402, 2019, 40(11): 180-186.

[6] YOO K J, KIM E G. Design and implementation of DHCP supporting YANG Y T, HAN X G, HUANG J R, et al. Bidirectional authentication
network attack prevention[J]. Journal of the Korea Institute of Infor- key agreement protocol supporting identity’s privacy preservation
mation & Communication Engineering, 2016, 20(4): 747-754. based on RLWE[J]. Journal on Communications, 2019, 40(11):

[7] ZHANG F Q, CHEN L. OTP_SAM: DHCP security authentication 180-186.
model based on OTP[C]//2016 IEEE 20th International Conference on [20] CARRE S, DESJARDINS M, FACON A, et al. Exhaustive single bit
Computer Supported Cooperative Work in Design. Piscataway: IEEE fault analysis. A use case against Mbedtls and OpenSSL’s protection
Press, 2016: 346-350. on ARM and Intel CPU[J]. Microprocessors and Microsystems, 2019,

[8] DINU D D, TOGAN M. DHCP server authentication using digital 71: 1-13.
certificates[C]//2014 10th International Conference on Communica- [21] LI'Y, ZHU L, WANG H W, et al. A cross-layer defense scheme for
tions. Piscataway: IEEE Press, 2014: 1-6. edge intelligence-enabled CBTC systems against MitM attacks[J].

[9] TRIPATHI N, HUBBALLI N. A probabilistic anomaly detection IEEE Transactions on Intelligent Transportation Systems, 2021, 22(4):
scheme to detect DHCP starvation attacks[C]//2016 IEEE International 2286-2298.

Conference on Advanced Networks and Telecommunications Systems. [22] MALLOULI F, HELLAL A, SAEED N §, et al. A survey on crypto-
Piscataway: IEEE Press, 2016: 1-6. graphy: comparative study between RSA vs ECC algorithms, and RSA

[10] CALVERT C, KHOSHGOFTAAR T M, NAJAFABADI M M, et al. A vs el-gamal algorithms[C]//2019 6th IEEE International Conference on
procedure for collecting and labeling man-in-the-middle attack traf- Cyber Security and Cloud Computing (CSCloud)/ 2019 5th IEEE In-
fic[J]. International Journal of Reliability, Quality and Safety Engi- ternational Conference on Edge Computing and Scalable Cloud. Pis-
neering, 2017, 24(1): 1750002. cataway: IEEE Press, 2019: 173-176.

[11] LV P, BAILL, LIU T W, et al. Detection of malicious domain names
based on hidden Markov model[C]//2018 IEEE Third International [1’5%‘%“{}]

Conference on Data Science in Cyberspace. Piscataway: IEEE Press, whEsE (1967- ) , B, wmEwmmA, H
2018: 659-664. £, BRI WL ST, %

[12] AGYEMANG J O, JERRY K, ACQUAH I Lightweight FERFSLI7 1 AR e A SRR . £
man-in-the-middle (MITM) detection and defense algorithm for Wi- WAk 2z 4. N 224,

Fi-enabled Internet of things (IoT) gateways[J]. Information Security
and Computer Fraud, 2019, 7(1): 1-6.

[13] OLANREWAIJU R F, ISLAM T, KHALIFA O O, et al. Data in transit
validation for cloud computing using cloud-based algorithm detection
of injected objects[J]. Indonesian Journal of Electrical Engineering and
Computer Science, 2018, 10(1): 348-353. arEnEE (1993_ ) , B, WHTSUEA, F

[14] HUBB{\LLI. N, TRIPATHI N. A closer look into ]?HCP starvation S LA, SRR 1k
attack in wireless networks[J]. Computers & Security, 2017, 65(3): P e SEFL R
387-404.

[15] LIU Z, MOHIUDDIN G, ZHENG 1J, et al. Privacy preserving IPv6
address DHCP configuration for Internet of things[J]. ACM Transac-
tions on Information Systems, 2020, 6(2): 595.

[16] LILS, REN G, LIU Y, et al. Secure DHCPv6 mechanism for DHCPv6
security and privacy protection[J]. Tsinghua Science and Technology,

2018, 23(D: 1321, , _ RS (1976~ O . %, fEETEHA.

[17] T'IAN Q, LIN Y, GUO X .H, .et al. New secu.rlty mechanisms of T AL B B2, FERFRT AL
high-reliability IoT communication based on radio frequency finger- A SRR . (5 A4,
print[J]. IEEE Internet of Things Journal, 2019, 6(5): 7980-7987.

(18] sKHEM, EPFesE, &M, 5. HETRAEE KW 5E =5 2% Y]

AEHMRT). HAE AR, 2019, 40(12): 149-154.
ZHANG Y S, WANG Z H, WANG Z Q, et al. Verifiable three-party

secure key exchange protocol based on eigenvalue[J]. Journal on




	11-210146-Ú×:.pdf

